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WFT0090  

The Wilberforce Trust  

Privacy Policy  
  

1. PURPOSE  
  

1.1  To support the human rights of the service user and ensure that The Wilberforce 

Trust complies with legislation and regulation in relation to the privacy of 

individuals.  

  

1.2  This policy covers the day-to-day considerations of ensuring privacy whilst 

supporting service users. This policy should be read in conjunction with the suite 

of person-centred and rights policies and procedures as well as data protection 

and security.  

  

1.3  To support The Wilberforce trust in meeting the following key Lines of 

Enquiry/Quality Statements:  

  

Key Question  Key Lines of 

Enquiry  

Quality 

Statements  

  

  

CARING  

C1: How does the 

service ensure that 

people are treated with 

kindness, respect, and 

compassion, and that 

they are given emotional 

support when needed?  

QSC1: Kindness, 

compassion, and dignity  

  

  

CARING  

C3: How are people’s 

privacy, dignity and 

independence respected 

and promoted?  

QSC1: Kindness,  

compassion and dignity.  

  

QSC3: Independence, 

choice, and control  

  

  

RESPONSIVE  

R1: How do people 

receive personalised 

care that is responsive to 

their needs?  

QSR1: Person-centred 

care  
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S1: How do systems, 

processes, and practices  

QSS3: Safeguarding  

  

SAFE  Keep people safe and 

safeguarded from 

abuse?  

 

  

  

  

WELL-LED  

W1: Is there a clear 

vision and credible 

strategy to deliver high-

quality care and support, 

and promote a positive 

culture that is person-

centred, open, inclusive, 

and empowering, which 

achieves good outcomes 

for people?  

QSW1: Shared direction 

and culture  

  

QSW”: Capable 

compassionate and 

inclusive leaders  

  

1.4  To meet the legal requirements of the regulated activities that The Wilberforce 

Trust is registered to provide:  

  

• The Care Act 2014  

• Equality Act 2010  

• The Health and Social Care Act 2008 (Regulated Activities) Regulations 

2014  

• Human Rights Act 1998  

• Mental Capacity Act 2005  

• Nursing and Midwifery Council (NMC) Legislation  

• Data Protection Act 2018  

• UK GDPR  
  

2. SCOPE  
  

 2.1  The following roles may be affected by this policy:  

• All Staff  

• Board of Trustees  

• Volunteers  

  

 2.2  The following Service Users may be affected by this policy:  

• Tenants  

• Club Wilber members.  
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• Service users  

• Donors  

  

 2.3  The following stakeholders may be affected by this policy:  

• Family   

• External health professionals  

• Local Authority  

• NHS  

  

3. OBJECTIVES  

  

3.1  To reinforce the requirement, in accordance with professional codes of conduct, 

for the need to ensure that privacy is maintained as per the Service User’s 

wishes.  

  
3.2  To provide clarity and standard practice recommendations to staff to enable and 

adherence to the Health and Social Care Act 2008 (Regulated Activities) 

Regulations 2014 (as amended): Regulation 10 by making sure that people have 

privacy when they need and want it.  

  

4. POLICY  

  

4.1  The Wilberforce trust recognises the right of Service Users to have the right to 

privacy with regard to both their personal affairs.  

  

4.2  Staff will ensure that the human rights of individuals are upheld and work in 

accordance with professional codes of conduct and company policy and 

procedures. Intentional breaches of privacy will be investigated fully, and 

appropriate bodies informed, and lessons learnt.  

  

  

5. PROCEDURE  
  

What information we collect, use and why  
  

We collect or use the following information to provide services and goods, including 

delivery and third-party referrals:  

• Names and contact details.  
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• Gender  

• Pronoun preferences  

• Addresses  

• Date of birth  

• Emergency contact details  

• Next of kin details  

• Photographs or video recordings   

• Call recordings  

• Service use history  

• Health information (including medical conditions, test results, allergies, medical 

requirements, and medical history)  

• Dietary information (including allergies and health conditions)  

• Information about care needs (including disabilities, home conditions, dietary 

requirements, and general care provisions)  

• Information about work, home and living conditions  

• Information about support requirements  

• Information about lifestyle, interests, or personal history  

• Criminal offence data   

• Records of meetings and decisions  

• Information about income and financial needs for funding or personal budget 

support  

• Payment details (including card or bank information for transfers and direct 

debits)  

• Website user information (including user journeys and cookie tracking)  

• Information relating to compliments or complaints  

  

We collect or use the following information to receive donations or funding and organise 

fundraising activities:  

• Names and contact details  

• Addresses  

• Payment or banking details  

• Donation history  

• Tax-payer information (for Gift Aid purposes)  

  

We collect or use the following personal information for service updates or marketing 

purposes:  

• Names and contact details  

• Addresses  

• Marketing preferences  

• Recorded images, such as photos or videos  

• Call recordings  
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• Purchase history  

• Donation history  

• Records of consent, where appropriate  

  

We also collect or use the following information for service updates or marketing purposes:  

• Racial or ethnic origin  

• Religious or philosophical beliefs  

  
• Health information  

• Sexual orientation information  

  

We collect or use the following personal information for research or archiving purposes:  

• Names and contact details  

• Addresses  

• Recorded images, such as photos or videos  

• Purchase history  

• Donation history  

• Website and app user journey information  

• Records of consent, where appropriate  

  

We also collect or use the following information for research or archiving purposes:  

• Racial or ethnic origin  

• Religious or philosophical beliefs  

• Health information  

• Sexual orientation information  

  

We collect or use the following personal information to comply with legal requirements:  

• Name  

• Contact information  

• Financial transaction information   

  

We also collect or use the following information to comply with legal requirements:  

• Racial or ethnic origin  

• Religious or philosophical beliefs  

• Health information  

• Sexual orientation information  

• Identification documents  

• Health and safety information  

• Criminal offence data   

  

We collect or use the following personal information for recruitment purposes:  
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• Contact details (e.g. name, address, telephone number or personal email 

address) • Date of birth  

• National Insurance number  

• Copies of passports or other photo ID  

• Employment history (e.g. job application, employment references or secondary 

employment)  

  
• Education history (e.g. qualifications)  

• Right to work information  

• Details of any criminal convictions (e.g. Disclosure Barring Service (DBS), 

Access NI or Disclosure Scotland checks )  

• Security clearance details (e.g. basic checks and higher security clearance)  

  

We also collect or use the following information for recruitment purposes:  

• Racial or ethnic origin  

• Religious or philosophical beliefs  

• Health information  

• Sexual orientation information  

We collect or use the following personal information for dealing with queries, complaints or 

claims:  

• Names and contact details  

• Address  

• Video recordings of public areas  

• Video recordings of private or staff only areas  

• Witness statements and contact details  

• Relevant information from previous investigations  

• Customer or client accounts and records  

• Information relating to health and safety (including incident investigation details 

and reports and accident book records)  

• Correspondence  

We also collect or use the following information for dealing with queries, complaints or 

claims:  

Lawful bases and data protection rights  
  

Our lawful bases for collecting or using personal information to receive donations or funding 

and organise fundraising activities are:  

• Consent - we have permission from you after we gave you all the relevant 

information. All of your data protection rights may apply, except the right to object. To 

be clear, you do have the right to withdraw your consent at any time.  
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• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  
Our lawful bases for collecting or using personal information for service updates or 

marketing purposes are:  

• Consent - we have permission from you after we gave you all the relevant 

information. All of your data protection rights may apply, except the right to object. To 

be clear, you do have the right to withdraw your consent at any time.  

  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  

Our lawful bases for collecting or using personal information for research or archiving 

purposes are:  

• Consent - we have permission from you after we gave you all the relevant 

information. All of your data protection rights may apply, except the right to object. To 

be clear, you do have the right to withdraw your consent at any time.  

  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  

Our lawful bases for collecting or using personal information to comply with legal 

requirements are:  

• Consent - we have permission from you after we gave you all the relevant 

information. All of your data protection rights may apply, except the right to object. To 

be clear, you do have the right to withdraw your consent at any time.  

  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

  
Our lawful bases for collecting or using personal information for recruitment purposes are:  

• Consent - we have permission from you after we gave you all the relevant 

information. All of your data protection rights may apply, except the right to object. To 

be clear, you do have the right to withdraw your consent at any time.  
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• Contract – we have to collect or use the information so we can enter into or carry out 

a contract with you. All of your data protection rights may apply except the right to 

object.  

  
  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

 

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability.   

  

Our legitimate interests are:  
  

• When collecting or using personal information for recruitment purposes, our 

legitimate interests are focused on ensuring that we attract, evaluate, and hire the 

best candidates for our organisation. This process is crucial for maintaining a high 

standard of performance, fostering innovation, and building a positive work 

environment. Our approach is designed to balance these interests with the rights and 

privacy of the individuals involved.   

  

• Purpose:   

We collect personal information, such as CV's, qualifications, and work experience, 

to assess whether candidates possess the necessary skills and competencies for the 

roles we are hiring for.   

  

• Benefit:   

This enables us to match candidates to positions that align with their expertise, 

increasing the likelihood of a successful hire that benefits both the candidate and the 

organisation. A well-matched hire is more likely to be engaged, productive, and 

satisfied in their role.   

  

Streamlining the Recruitment Process:   
  

• Purpose:   

We use personal information to efficiently manage the recruitment process, including 

scheduling interviews, conducting assessments, and communicating with 

candidates.   
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• Benefit:   

This ensures a smooth and positive experience for candidates, reducing time-to-hire 

and minimising disruptions to their job search process. It also helps us make timely 

decisions, allowing candidates to move forward with their career plans without 

unnecessary delays.   

  

Ensuring Fair and Consistent Hiring Practices:   
  

• Purpose:   

Collecting standardised information from all candidates allows us to evaluate 

applicants objectively and consistently across the recruitment process.   

  

• Benefit:   

This promotes fairness and transparency, ensuring that all candidates are given 

equal consideration based on their qualifications and fit for the role, which supports 

diversity and inclusion within our organisation.   

  

Future Opportunities:   
  

• Purpose:   

With consent, we may retain candidate information for future job openings that may 

better suit their skills or career aspirations.   

  

• Benefit:   

Candidates benefit from being considered for multiple opportunities without having to 

reapply, increasing their chances of finding a suitable position within our 

organisation. It also helps us build a talent pool that we can draw from, reducing the 

need for repetitive recruitment efforts.   

  

Balancing Interests with Risks:   

  
We acknowledge that the collection and use of personal information during 

recruitment involve potential risks, such as concerns over data privacy, 

discrimination, or data breaches. To address these risks and ensure our interests do 

not unfairly override those of the candidates, we implement the following safeguards:   

  

o Transparency:   
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We provide clear information to candidates about the types of data we collect, 

how it will be used, and their rights concerning their personal information 

during the recruitment process.   

  

o Data Minimisation:   

  
We only request and retain the information that is necessary for evaluating a 

candidate's suitability for the role. Unnecessary or sensitive personal data is 

not collected unless required by law or for specific roles.   

  

o Security Measures:   

We employ stringent data security measures to protect candidate information 

from unauthorised access, breaches, or misuse. This includes secure storage 

systems and controlled access to personal data.   

  

o Non-Discrimination:   

Our recruitment process is designed to be objective and free from bias. We 

evaluate candidates solely based on their qualifications, experience, and fit 

for the role, ensuring that personal information does not lead to unfair 

treatment.   

  

• Consent and Rights:   

Candidates have the right to withdraw their application or request the deletion 

of their personal information at any stage of the recruitment process. We 

respect these rights and provide easy mechanisms for candidates to exercise 

them.   

  

• Regular Review:   

We continually review our recruitment practices to ensure they remain fair, 

transparent, and compliant with all relevant regulations, while also adapting to 

changes in industry standards and candidate expectations.  

Our lawful bases for collecting or using personal information for dealing with queries, 

complaints or claims are:  

 

• Consent - we have permission from you after we gave you all the relevant 

information. All of your data protection rights may apply, except the right to object. To 

be clear, you do have the right to withdraw your consent at any time.  



 

⒒ | P a g e  

Privacy Policy                                                             Policy Number:WFT0090  

Version 1                                                          Review due: Sept 2025  

• Legal obligation – we have to collect or use your information so we can comply with 

the law. All of your data protection rights may apply, except the right to erasure, the 

right to object and the right to data portability.  

• Legitimate interests – we’re collecting or using your information because it benefits 

you, our organisation or someone else, without causing an undue risk of harm to 

anyone. All of your data protection rights may apply, except the right to portability.   

Our legitimate interests are:  
  

  
When collecting or using personal information to deal with queries, complaints, or 

claims, our legitimate interests are focused on resolving issues efficiently, improving 

service user satisfaction, and protecting the rights and interests of both our service 

users and our organisation. Our approach ensures that while addressing these 

concerns, we respect the privacy and needs of the individuals involved.   

  

Efficient Resolution of Issues:   
  

• Purpose:   

We collect personal information, such as contact details, account information, and 

details of the issue, to accurately understand and address the query, complaint, or 

claim.   

  

• Benefit:  

  

This allows us to provide a timely and effective resolution, which enhances service 

users satisfaction and maintains trust in our services. Promptly resolving issues also 

helps prevent them from escalating, protecting both the service user and the 

organisation from further inconvenience or potential harm.   

  

Improving Products and Services:   
  

• Purpose:   

 

Analysing the information collected from queries, complaints, or claims enables us to 

identify common issues or areas where our information or services may need 

improvement.   
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• Benefit: 

   

By understanding the root causes of problems, we can make informed decisions to 

enhance our offerings, which ultimately benefits all service users by reducing the 

likelihood of similar issues arising in the future.   

  

Protecting Legal and Financial Interests:   
  

• Purpose:   

  
In the case of claims or disputes, we may need to collect and retain information to 

protect our legal rights, comply with regulatory requirements, or defend against 

potential litigation.   

  

• Benefit:   

 

This helps ensure that any claims are handled fairly and that both parties' rights are 

respected. It also safeguards our organisation against fraudulent claims or other 

legal risks, which can have financial implications.   

  

Communication:   
  

• Purpose:   

 

Using personal information to communicate with service users about the status of 

their queries, complaints, or claims is essential for keeping them informed and 

engaged in the resolution process.   

  

• Benefit:   

Clear and consistent communication helps manage service users expectations and 

reduces frustration, leading to a more positive overall experience even in challenging 

situations.   

  

Balancing Interests with Risks:   
  
We recognise that dealing with queries, complaints, or claims involves collecting and 

using personal information that could raise concerns about privacy, data security, or 

fairness. To mitigate these risks and ensure our interests do not unfairly override 

those of our service users, we implement the following measures:   
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o Transparency: We are open about the information we collect and why it is 

necessary for resolving the issue at hand. Service users are informed about 

how their data will be used and who may have access to it.   

 

o Data Minimisation: We only collect the information that is strictly necessary 

to resolve the query, complaint, or claim. This means avoiding the collection 

of excessive or irrelevant data that could infringe on the service users privacy. 

 

o Security Measures: Robust security protocols are in place to protect 

personal information from unauthorised access, loss, or misuse. This includes 

secure storage and transmission of data related to complaints or claims.   

 

o Fairness and Non-Retaliation: We handle all queries, complaints, or claims 

impartially, ensuring that the process is fair and that no service user is 

penalised or treated unfairly for raising a concern.   

  
o Service user Rights: We respect the rights of individuals to access, correct, 

or request the deletion of their personal information related to a query, 

complaint, or claim. We also provide clear channels for service users to 

express any concerns about how their data is being handled.  

 

o Continuous Improvement: We regularly review our processes for handling 

queries, complaints, and claims to ensure they are effective, fair, and aligned 

with both legal requirements and service user expectations.  

  

Where we get personal information from  
• Directly from you  

• Regulatory authorities  

• Family members or carers  

• Other health and care providers  

• Previous employers  

  

How long we keep information  

1. Employee Records  

• Purpose: Employment verification, payroll, benefits, performance management.  

• Retention Period:  

o Personal Information (e.g., contact details, ID copies): Duration of 

employment + 7 years.  

o Payroll Records: Duration of employment + 7 years.  
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o Performance Evaluations and Disciplinary Records: Duration of 

employment + 3 years.  

o Recruitment Records (for non-hired candidates): 1 year from application 

date.  

• Disposal Method: Secure shredding or permanent deletion.  

  

2. Service User Records  

• Purpose: Service delivery, support, marketing, and communication.  

• Retention Period:  

o Account Information: Duration of account + 3 years after account closure.  

o Marketing Preferences and Communication Logs: Until consent is 

withdrawn or account closure.  

• Disposal Method: Secure shredding or permanent deletion.  

  

3. Financial Records  

• Purpose: Financial reporting, audits, tax compliance.  

• Retention Period:  

o General Ledger and Financial Statements: 7 years.  

o Tax Returns and Supporting Documents: 7 years.  

o Bank Statements and Reconciliations: 7 years.  

o Accounts Payable/Receivable Records: 7 years.  

• Disposal Method: Secure shredding or permanent deletion.  

  

4. Legal and Compliance Records  

• Purpose: Legal defence, regulatory compliance, contract management.  

• Retention Period:  

o Contracts and Agreements: Duration of contract + 6 years. o  Litigation 

and Claims Files: Resolution of claim + 6 years.  

o Compliance and Audit Reports: 6 years from the date of the report.  

• Disposal Method: Secure shredding or permanent deletion.  

  

5. Health and Safety Records  

• Purpose: Workplace safety, incident reporting, compliance with health regulations.  

• Retention Period:  

o Incident Reports: 6 years from the date of the incident.  

o Health and Safety Audits: 6 years from the date of the audit.  

o  Employee Health Records: Duration of employment + 40 years (for certain 

industries).  

• Disposal Method: Secure shredding or permanent deletion.  
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6. IT and Security Logs  

• Purpose: Security monitoring, incident response, system audits.  

• Retention Period:  

o Access Logs: 1 year from the date of access.  

o System and Application Logs: 1 year from the date of creation.  

o Incident Response Logs: Resolution of incident + 3 years.  

• Disposal Method: Secure shredding or permanent deletion.  

  

7. Marketing and Sales Records  

• Purpose: Sales tracking, customer relationship management, marketing analysis.  

• Retention Period:  

o Sales Proposals and Contracts: Duration of contract + 6 years.  

o Marketing Campaign Data: 3 years from the end of the campaign.  

o Customer Feedback and Surveys: 3 years from collection.  

• Disposal Method: Secure shredding or permanent deletion  

  

Who we share information with  
  

Others we share personal information with  

• Other health providers (e.g. GPs and consultants)   

• Organisations we need to share information with for safeguarding reasons.  

• Emergency services  

• Legal bodies or authorities  

• Local authorities or councils  

• Relevant regulatory authorities  

• External auditors or inspectors  

• Publicly on our website, social media or other marketing and information media  

  

How to complain  
If you have any concerns about our use of your personal data, you can make a complaint to 

us using the contact details below:  

  

Post: The Wilberforce Trust  

          Wilberforce House   

          The Grove  

          YORK  

          YO24 1AN,   

  

Telephone: 01904760037  

  



 

⒗ | P a g e  

Privacy Policy                                                             Policy Number:WFT0090  

Version 1                                                          Review due: Sept 2025  

Email: enquiry@wilberforcetrust.org.uk  

  

If you remain unhappy with how we have used your data after raising a complaint with us, 

you can also complain to the ICO.  

  

Post: Information Commissioner’s Office  

         Wycliffe House  

         Water Lane  

         Wilmslow  

         Cheshire  

         SK9 5AF  

  

Helpline number: 0303 123 1113  

  

Website: https://www.ico.org.uk/make-a-complaint  
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